Concerns have been raised by parents about an app called Omegle also known as Talk to
Strangers. Some of you may have heard of it, some of you will not.

Launched in March 2009, Omegle has recently become popular again. This ‘virtual chat room’ offers
random users unmoderated or moderated chats with one another from anywhere in the world. It
pairs random users identified as ‘You’ and ‘Stranger’ to chat online via ‘Text’, ‘Video’ or both.

Chats are anonymous unless the user states who they are. It’s free and no account sign up is
required.

There are many imitation apps such as ‘Chat for Omegle’, ‘Free Omegle Chat’ and ‘Omeglers’, but
there is no longer an official Omegle app. All sites and apps appear to share the same features and
purpose, but only some are linked to Omegle. As such, parents and carers should check to see
which apps kids have got installed on their phones and the risks presented with each.

It is extremely popular among children and young people because a lot of social media influencers
use and post about it.

It also does not require registration or have age verification, which makes young people a potential
target for abuse online. Its site states “predators have been known to use Omegle, so please be
careful.”

Children and young people may be asked by strangers to share their name, age and location. So, it’s
also important to talk to your child about sharing personal information online with strangers.

There is a risk of users unexpectedly coming across pornography and other types of inappropriate
content.

Although there are prompts to encourage the safe use of the platform, Omegle does not have any
parental controls.

There are no instructions on how a user can report other users or content. There is also no block or
mute feature either nor is there a robust enough system of monitoring or filtering video/text chats,
so it’s important to enable parental controls on their phone and/or your home broadband.

In addition to the potential online risks, parents should also be aware of the danger of these
conversations moving from Omegle to other platforms, or from online to offline, and potential
meetups.

It’s important to understand that Omegle connects kids with strangers of any age, so we would
advise parents to consider restricting the use of the platform for children under 18.

Ways of keeping children safe online
e Having regular conversations with your child about their online life is an important way to
keep them safe online — such as chatting to strangers online
¢ If they wish to communicate with others online, encourage them to use safe message
boards like on the Childline and Ditch the Label websites
e Set up parental controls — you can enable filters, block certain websites and much more.
Head over to our Parental Controls hub for more information



https://www.internetmatters.org/issues/online-pornography/
https://www.internetmatters.org/issues/online-pornography/
https://www.internetmatters.org/parental-controls/
https://www.internetmatters.org/resources/guide-to-encourage-kids-to-share-their-digital-lives/
https://www.internetmatters.org/connecting-safely-online/advice-for-parents/tackling-the-hard-stuff-on-social-media-to-support-young-people/chatting-to-strangers-online/
https://www.childline.org.uk/get-support/message-boards/
https://forums.ditchthelabel.org/
https://www.internetmatters.org/parental-controls/

e Reportit! If you suspect a child is a victim of online grooming or sexual abuse, report it
immediately to CEOP or contact the police

Please visit Information, Advice and Support to Keep Children Safe Online (internetmatters.org)



https://www.internetmatters.org/issues/online-grooming/
https://www.ceop.police.uk/ceop-reporting/
https://www.internetmatters.org/?gad=1&gclid=EAIaIQobChMIwpG5146dgAMVty8GAB2xKgzzEAAYASAAEgKId_D_BwE

